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Q1

Q2

Q3

Q4

(a)

(b)

(b)

Discuss how digital signature and digital certificate are used to manage the integrity
and authenticity of confidential data between two organizations.
(10 marks)

Discuss THREE (3) management issues with Digital Certificate. Justify your answer.
(10 marks)

Describe FIVE (5) steps to make an organization electronic mail system secure.
(10 marks)

Prepare a Bring Your Own Devices (BYOD) general policy for maintaining the
confidentiality and integrity of an organization.
(10 marks)

Based on the above scenario:

(a)

(b)

(b)

Discuss THREE (3) lessons can be learned from this incident.
(10 marks)

Discuss and justify THREE (3) information security techniques for avoiding this
type of incident for confidential health records.
(10 marks)

Describe TWO (2) benefits of using Internet Protocol Version 6 (IPv6) instead of
Internet Protocol Version 4 (IPv4).
(4 marks)

DR

Discuss THREE (3) sigrﬁiﬁeaﬁmf“[ﬁ’g Tor the Internet of Things (IoT).
(12 marks)
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Q5

(a)

(b)

Write an appropriate command for a router for the question below.

(1)

(ii)

(iif)

(iv)

(v)

(vi)

(vi1)

Write an IPv4 Access Control List (ACL) Internetwork Operating System
(I0S) Command for creating a Standard Name ACL called UTHM.
(2 marks)

Adds a user-friendly comment about an access list entry when the other
unauthorized user try to access the network. “Access to this network are limited
to UTHM Students
Only.”.

(2 marks)

Deny all hosts from network 172.16.0.0 from passing the access list. Any
packets from that source are logged when they are denied. This is a way to be
notified that someone on a network or host is trying to gain access.

(2 marks)
Allowed host from network 172.18.5.22 to pass the access list.

(2 marks)
Apply UTHM Access Control List to Interface GigabitEthernet0/1.

(2 marks)

Write an IPv6 Access Control List (ACL) I0S Command for creating a
Standard Name ACL called CISCO.
(2 marks)

Allow host from 2001:DB8:0:4::32 to access the network.
(2 marks)

(viii) - Apply access control list called CISCO to the Interface GigabitEthernet0/0.

(2 marks)

Describe TWO (2) advantages of using ACL for protecting our computer network.

(4 marks)

- END OF QUESTION -
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