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Q1

Answer Q1(a) — Q1(g) based on Figure 1.

MWC Barcelona last month heavily focused on two fast-
emerging technology trends; 5G and edge computing. Together, they
will significantly impact businesses by enabling massive volumes
of digital data to transfer between cloud servers located in
multiple regions around the world as well as between IoT devices
and edge nodes. This is due to the hyper-fast speed of 5G networks
and edge computing architectures that have micro-clouds and data
centres located closer to data-generating IoT devices.

To seize new opportunities and stay ahead of competitors,
businesses are in the process of transforming their operational
models to take advantage of 5G and edge computing.

Currently, this data generated by multiple devices is stored
in the cloud; this could either be on-premises, in a public cloud
like Amazon Web Services (AWS), Azure or Google, hybrid, or multi-
cloud. Additionally, the edge can also be seen as a ‘mini-cloud’
where some data will surely reside to support endpoint
applications. With the edge, an increasing number of data storage
servers are emerging to host data. In a few years, large amounts
of data will be scattered across clouds and edges located in
different countries and continents.

However, growing amounts of digital data are bounded by the
regulations of many countries and regions, which helps to gain
data sovereignty, enabling the protection of both general and
sensitive information from external access for misuse. Last year,
for example, the European Union implemented GDPR. Similarly,
India, China and Brazil, among other nations, established their
own data protection bills. The wvaried and growing number of
regulations creates concerns for businesses, which are in the
midst of transformation driven by 5G and edge benefits.
Businesses, including technology infrastructure vendors and
service providers, will want ownership of data which is generated
by consumers, whether that occurs locally or across borders.

The key question therefore is: how can data in mialti-cloud
and multi-node environments be managed? Will data sovereignty be
a roadblock to latency-sensitive 5G use cases?

I came across one company, Kmesh, and found it was working
on compelling solutions for data mobility in edge and multi-cloud
scenarios. I got in touch with Jeff Kim, CEO of Kmesh, to learn
about the core of their technology.

Kmesh, founded in 2015, today has several solution offerings
to address challenges with data used in multi-cloud environments,
different countries, and edges. The offerings are SaaS solutions
for data sovereignty, edge data and multi-cloud, and each provides
a centralised software portal where users can set up policies for
the ways they wish to distribute data. These Saa$ offerings allow
organisations to transform centralised data into distributed data,
operating over multiple clouds, countries and edges as a single
global namespace.

Kmesh enables businesses to take full control of their data
generated at various data centres and residing in different
geographies. Businesses can also move or synchronise the data in
real time. So how do their Saas offerings work? “Using our Saas,
you install a Kmesh software agent on-premises and another Kmesh
software agent on any cloud or clouds,” said Kim. “Then, using
our SaaS, you control which data gets moved where. Push a button,
and the data gets moved/synced in real time, with no effort by
the customer.”

With this approach, Kmesh aims to Triver—stymtficant
efficiency improvements in operations involvihg déﬂg
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the ability to orchestrate where data generated by end devices
will reside and be accessed across edge, multi-cloud and on-prem.

Kmesh also aims to offer agility and flexibility in
application deployment when used with Kubernetes, the de facto
technology for orchestrating where applications reside.
Businesses gain the flexibility to deploy applications anywhere
and can leverage data ponds, which are placed at different
locations. Like Kubernetes, Kmesh follows the native design
principles targeted at cloud, hybrid cloud, and multi-cloud use
cases.

Leading public clouds are known to have excellent artificial
intelligence (AI) and machine learning (ML) capabilities for data
provided to them. Kim explained how Kmesh can focus on data
mobility in the age of AI and ML. “Enterprise customers still have
their data predominantly on-premises,” he said. “Cloud providers
have great AI/ML applications, such as TensorFlow and Watson, but
moving data to the cloud and back again remains a challenge. Kmesh
makes that data movement easy and eliminates those challenges,
allowing customers to focus on what they want - the AI/ML
application logic.”

Kmesh offerings reduce the burden on network resources by
eliminating the need to transfer huge amounts of data between
cloud and digital devices. In addition, businesses can
substantially lower their storage costs by eliminating the need
for data replication on different clouds.

I also asked if Kmesh could benefit telecom service
providers in any way. “We can help in two ways, with them as
partners and as customers,” said Kim. “As customers, telcos have
massive amounts of data, and we can help them move it faster and
more intelligently. As partners, if they offer cloud compute
solutions, then they can resell Kmesh-based services to their
enterprise customers.

"One early sales entry point to enterprises is by supporting
data sovereignty in countries where the big clouds - AWS, Azure,
Google — have little or no presence,” added Kim. “Many countries,
particularly those with high GDPs, now have regulations that
mandate citizen data remains in-country. Telcos in countries like
Vietnam, Indonesia, Switzerland, Germany [and] Brazil can use
Kmesh to offer data localisation compliance.”

The technology world is looking for flexible IT
infrastructure that will easily evolve to meet changing data and
performance requirements in support of the onslaught of upcoming
and lucrative use cases. Kmesh is one company which aims to address
data management and data sovereignty concerns while decreasing
costs associated with storage and network resources.

By Sagar Nangare, cloudcomputing-news.net 26 Mar 2019.

FIGURE Q1

(a) Identify the technogies that brought the significant impact business by
enabling massive volumes of digital data transfer between cloud
computings which located at multiple regions.

(4 marks)

(b) State FOUR (4) examples of cloud computing from Figure Q1.

(4T
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(c)  Draw the architecture of cloud computing, edge computing and Internet of
Things (IoT) devices based on Figure Q1.
(6 marks)

(d) Why European Union implemented General Data Protection Regulation?
(2 marks)

(e) Discuss the technology provided by Software as Service (SaaS) based on
Figure Q1.
(6 marks)

§3) State TWO (2) cloud providers which have artificial intelligence and
machine learning applications.
(2 marks)

() State ONE (1) company that offering the solution with data used in cloud

computing.
(1 mark)
Q2 (a) Discuss THREE (3) advantages of cryptocurrency.
(6 marks)
(b) State the basis technology that is used in cryptocurrency.
(1 mark)

(c) Discuss THREE (3) security properties require for the basis technology

stated in Q2(b).
(6 marks)
(d) State TWO (2) countries that make the cryptocurrency legal.
(2 marks)
(e State TWO (2) countries that ban the cryptocurrency.
(2 marks)

® Justify THREE (3) main reasons that the cryptocurrency are banned.
(6 marks)
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() State ONE (1) act from Malaysia which make cryptocurrency exchange
legal.

(2 marks)

Q3 (a) Answer Q3(a)(i) — Q3(a)(ii) based on Figure Q3(a).

Field trips are a general use case aimed at sharing static public
information, so the data are not confidential.

Virtual reality (VR) and Augmented Reality (AR) let students
virtually visit locations that they cannot visit physically — from
the Smithsonian museums to the BAmazon rain forest to the surface
of Mars. While the education community has long conducted virtual
field trips using video technology, VR enhances student engagement
and outcomes through increased immersion. Some institutions, for
example, are offering prospective students virtual visits to get
a better feel for their campus. Others are taking the concept a
step further. The University of Michigan football program, for
example, uses VR to give potential recruits a chance to feel what
it's like to play in America's largest stadium in front of more
than 107,000 screaming fans.

FIGURE Q3(a)
(i) Discuss the potential security issues from Figure Q3(a).
(4 marks)
(ii)  Propose the solution for Q3(a)(i).
(4 marks)

(b) Answer Q3(b)(i) — Q3(b)(ii) based on Figure Q3(b)

Collaboration

Collaboration is perhaps the most important VR/AR
application because its implications extend far beyond research
and education. VR and AR will change the way we collaborate over
distance. Both the University College of London's Immersive
Virtual Environments Laboratory and the University of
california, Davis, have demonstrated how interactive virtual
avatars can be mapped onto local physical spaces using AR. Case
Western Reserve University has been working with Microsoft to
prototype collaborative medical applications for the HoloLens
AR platform. All of these pieces are coming together to help
realize VR's collaborative promise.

FIGURE Q3(b)

(i) Discuss the potential security issues from Figure Q3(b).
(4 marks)

(ii)  Propose the solution for Q3(b)(i).
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(c) Answer Q3(c)(i) — Q3(c)(ii) based on Figure Q3(c).

Distance Learning and Training
After years of working with video conferencing, we're

excited by the ways in which VR is enhancing distance learning.

° A professor at the University of British Columbia has
already delivered lectures in VR, complete with full-body
motion capture mapped to an avatar.

° The Stanford School of Business is offering an online
executive education program delivered entirely through VR.

® Penn State students and faculty have shown how implementing
VR can improve learning outcomes versus traditional online
methods.

Many people learn more effectively by doing rather than just
seeing or hearing. VR gives these and all students the opportunity
to experience the activities they are learning about, whether that
is working at an archeological dig site, guiding airplane landings
on an aircraft carrier, or conducting surgical procedures.

Another great example of learning by doing is architectural
design. Being able to visit and explore a building before any
construction begins is a huge step forward for this field. Drury
University's Hammons School of Architecture is among the many
programs beginning to take advantage of this technology. Such an
application isn't limited to the architecture field, however; one
of our favourite examples involves primary school students in
Treland who are using VR to recreate and visit Irish historical

sites.
FIGURE Q3(c)
(i) Discuss the potential security issues from Figure Q3(c).
(5 marks)
(ii)  Propose the solution for Q3(c)(i).
(4 marks)
Q4 (a) State THREE (3) characteristics of drone.
(3 marks)
(b)  Discuss FIVE (5) drone applications.
(10 marks)

(©) With aids of diagram, outline TWO (2) possible cybersecurity attacks
using drone.
(12 marks)
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