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Q1  Differentiate ALL of the following terms:
(@)  Linear Cryptanalysis and Differential Cryptanalysis.
(b)  HTTP and HTTPS.
() Block Chain and Databases.

(d) Cryptocurrency and digital cash.
(20 marks)

Q2 (a) Find the hidden words communicated from dolphin.jpg as shown in Figure Q2(a).
The format of the message is in Hexadecimal. Given that ASCII Codes for “a” is 41,
“B”is42,....”2”is 5A and “.” is 2E.

j Frie Edit Seafch V'ew Anaiys;s Extras Wmdsw 3

saroih

| dc!fm:gpg

Offsec(h} 00 01 02 03 04 05 06 07 08 09 OA 0B 0OC OD OFE OF

00000000 FF D8 FF EO 00 10 4A 46 49 46 00 01 01 01 00 48 ¥@ya..JFIF..... H
Q0000010 00 48 00 00 FF DB 00 43 00 0B 08 08 OA 08 07 08 .H..90.C........
Q0000020 OA (09 OA& OD OC 0B OD 11 1C 12 11 OF OF 11 22 19 evvrennn.. wow ey
00Q00030 1A 14 1C 29 24 28 2A 2B 24 27 27 2D 32 40 37 2D )$+*£$"—2@?-

00000040 30 3D 30 27 27 38 4C 39 3D 43 45 48 49 48 2B 36 O0=0''BLO=CEHIH:E
00000050 4F 55 4E 46 54 40 47 48 45 FF DB 00 43 01 OC OD OUNFTRGHEYJ.C...
ronnnoes  EFEERT o< - e s

00000070 | a1 VAELRZ)
00000080 ;'”1',47[5,‘a\‘ 20 20 20 20 2 0

00000090 45 FF CO 00 11 08 00 FF 01 55 03 01 22 00 02 11 E¢A....¢.U.."...
O000000AC 01 03 11 01 FF C4 00 1F 00 00 01 05 01 01 01 01 ....¥Boeervvn....
000000BO 01 01 00 00 00 00 00 00 00 00 01 02 03 04 05 06 ........ R R

000000C0 07 O8 09 OA OB FF C4 00 B5 10 00 02 01 03 03 02 ..... VA.Bevwun..
000000DO 04 03 05 05 04 04 00 00 01 7D 01 02 03 00 04 11 ...vuuu.. }......

000000ED 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 ..'1A..Qa." q 2.

FIGURE Q2(a)

(b)  Given a message “IREALLYLOVEUTHMATECHNICALUNIVERSITYIN
MALAYSIA” using SHIFT +13 as the key.

(10 marks)
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Q3

Q4

Q5

€)) State TWO (2) purposes for creating a Digital Signature for an electronic document.
(4 marks)

(b) Describe TWO (2) processes for creating a Digital Signature for an electronic
document.
(4 marks)

() Describe THREE (3) steps for creating a Digital Certificate for an electronic
document using MD5 algorithm and Public Key Infrastructure (PKI).
(12 marks)

Discuss EIGHT (8) steps for an organization to protect their computer network against

ransomware attack.
(20 marks)

You had just been appointed as a security administrator for a new private
Bank. Your Information Technology and Security team has been asked to prepare
a proposal for implementing a secure online banking system (e-BANK). With
this new e-BANK, any customer is able to register and perform online banking.

Propose ONE (1) security solution that addresses confidentiality, integrity and availability

requirement associated with this system.
(20 marks)

- END OF QUESTION -
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