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Q1 Compare phase 4 of Penetration Testing Execution Standard (PTES) and Zero Entry Hacking
(ZEH) penetration test methodologies.

(10 marks)

Q2 Writea suitable Google search based on Figure Q2 and Table Q2 by using THREE (3) Google
hack operators.

hitpifireg.upm.edumy » portal» audit_dalam xus §
laporan ketakakuran audit dalaman 2013

Latuan ternalang - sepanjang Makmat Kesuburan Tanah, Bick B. Tingkat 1 ... kuasa bagl
menggunakan 10 dan kata laluan TOPS - staf NASE18. KO2548, K04122.

hitpifireg.upm.edu.my » €180 » porial> audit_dalam s
ner-tarikh - pendaftar@upm.edu.my

G Apr 2045 - sural penurunan kuasa bagl menggunakan iD dan kata laluan kepada SPS. .
Program Asast Salns Perlanian (Laluan Panlas) Semesier 1 Sesi .

hiipiireg upm.edu.my » portal s augit_dalam xs :

laporan ketakakuran audit dalaman 2013
15 Mar 2015 — Laluan terhalang - sepanjang Marmal Kesuburan Tanah, Blok B. Tingkat 1 ...
menggunakan 10 dan kata laluan TDPS - siaf NASB1E, KO2548, KD4122,

Figure Q2

Table Q2
URLI | http://reg.upm.edu.my/elSO/portal/audit dalam/2013/NCR%20DAN%200F1%20AUDIT%20DALAMAN%2019.03.2013.x]s
URL2 | http://reg.upm.edu.my/elSO/portal/audit_dalam/2013/Penemuan%20Audit%20Dalaman-Paparan%20Web%208.0.4.2013 xls

URL3 | http://reg.upm.edu.my/eISO/portal/andit_dalam/2013/NCR%20DAN%200FI1%20AUDIT%20DALAMAN%2018.03.2013 xIs

(6 marks)

Q3 Write a suitable Google search based on Figure Q3 and Table Q3 by using FOUR (4) Google
hack operators.

bty Aireg upm.edu.my > ¢80 > portal» audd_dalam e
ner-tarikh - pendaftar@upm.edu.my

1 AR 2073 — L. sural pentunan kuasa bagl menggunakan 1D dan Kata laluan kepada 8PS
Program Asasi Sains Pertanian (Laluan Panias) Semester 1 Sesi .

Figure Q3
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Table Q3
[URL ] http://reg.upm.edu.my/eISO/portal/audit_dalam/2013/Penemuan%20Audit%20Dalaman-Paparan%20Web%208.0.4.2013 xIs |
(6 marks)
Q4 Write a suitable google hack search for the following questions:
(a) Search for all google sites in Malaysia.
(3 marks)

(b) Exclude Google Translate (https://translate.google.com.my) for google hack from Q4(a).
(3 marks)

(c) Search for port 10000 for google hack from Q4(b) .
(3 marks)

Q5 Write ONE (1) search for all devicesin 3.25.177.0, in Australia, runnning secure shell (ssh)
service for a specific SSH-2.0-OpenSSH_6.6.1 version in shodan.io using FOUR (4) search
filters. You can refer to Figure Q5 below.

FOIAL REQHIS

? SfView Repont &b Download Resulls 1 Mistorizal Trend 0 View on Map
oot New Service: Keep track of what you have connasted (o the Internst. Check out Shiodan Monitor
123 78790
cEY JEBATIETRYEYT

FA3BeFITSTIORRIVF 30 yBrUsiohel +QufaVeRral F62dTUT MTUgnSVSNL KT/ URD

RILIACIXL Clah (in 3 Khi3d21aF IGHSME 2usde

HU210v038um kJOyUkIS. .

3.25.177.186 IR

Figure Q5
(13 marks)

Q6 Your organization is currently having a medium security posture(security
environment) . Your organization already have it’s own Blue Team.

Justify whether your organization need to establish a Red Team.
(10 marks)
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Q7

QS

Q9

Q10

Your organization is currently Thaving a low security posture (security
environment) . The management request for your expertise to decide whether to go
for White Box, Black Box or Gray Box penetration testing.

(a) Suggest a suitable penetration testing category, based on the information given above.

(1 mark)

(b)  Justify your answer in Q7(a) by giving THREE (3) points.
(9 marks)
You are given these sites, namely www.uthm.edu.my, www.google.com.my  and
www.utem.edu.my. Simple Mail Transfer Protocol (SMTP), Lightweight Directory

Access Protocol (LDAP) and Domain Name Server (DNS) are the protocols related to
these sites. Assume that you are using Windows 10, and currently you are at root
directory D (D:).

(a) Write ONE (1) nmap command.
(5 marks)

(b) Explain the command given in Q8(a).
(5 marks)

Discuss THREE (3) advantages of google cache in penetration testing. Justify your answer.
(10 marks)

A company called Pentesz was requested to run a penetration testing service for
UMW Technolecgy Sdn Bhd (UTSB). At the end of the penetration test activity,
Executive Summary and Technical Report has been prepared for UTSB.

(a) Discuss ONE (1) importance of the report for the CEO of UTSB.
(5 marks)

(b) Discuss ONE (1) importance of the report for the IT Technical staff of UTSB.
(5 marks)
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Q11 Why an external auditor company is approached for auditing the security system of a company?
Justify your answer.
(6 marks)

-END OF QUESTIONS-
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