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SECTION A

Ql (a) Propose THREE (3) firewall policies for UTHM
(6 marks)

(L) Propose TWO (2) Bring Your Own Device (BYOD) policies for
UTILIM
(4 maks)

(c) Your organizallon have encugh budget for implemenling
Buslness Conlinuily L'lan (BCl).

Choose appropriate Redundant Array of Independent Disks (RAID)
level for your organization.
(1 mark)

(d) Tustily your answer in Q1(c).
(4 marks)

(e) Your company decides to run FULL BACKUP everyday for all
the systems and data in your company.

Justify whether you agree with this decision?
(3 marks)

(H A firewall can do content filtering or Deep Packet
Ingpcetion (DPI) to maintain network securily.

List THREE (3) things that a firewall does to maintain network
security.
(3 marks)

(g) Discuss TWO (2) advantages of a firewall running DPI.
(4 marks)

(h) Show how Secute/Multipurpose Internet Mail Extensions (8/MIME)
works using an appropriate diagramn,
(4 marks)
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Q2

Q3

(i) Explain how S/MIME works using Table Q1.

TABLE QI

STEPS | SENDER RECEIVER

1
2

elc

(6 marks)

Use appropriate [inux commands to give access rights to file soorot . tut
based on scenarios given below.

(a) Allow read and write access for the file, to users only.
(2 marks)

(L) Allow all rights for the file, to group only.
(2 matks)

(c) Give all rights for the file to everybody.
(2 marks)

Write Windows command for these scenarios.

(a) Check if port 80 is opened for hiLp: //www.uthm. edu .my.
(2 marks)

(b)  Check if any ports between http to hitps are opened for server

102.100.100.100.
(£ marks)
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Q4

Based on the scenario, answer the following questions:

You are hired to de a penetration testing (pcntest) on a
server. One of the task that you want to do is to test to plant
st le back door in Lhe sgerver, assuming Lhal you have
successlully yaln access Lo Lhe server. Given, Lhe 1P address
of the gerver 1s 100.10.10.1 and the IP address of one of Lhe
clienl 1s 100.10.10.10. 1n Lhes penlesl session, you also
nol iced thal the Clrowall i« wisconllgured, where filtering is
not done at all.

(a) Choose either to use Bind Shell or Reverse Shell.
(I matk)

(b) Explain your answer in Q4(a).
(2 marks)

() Wiile a Linux commnand that you are going (o use at the server for
implementing a simple back door.

(5 marks)
(d) Explain the Linux commands used in Q4(c).

(6 marks)
(e) Write a Linux command at the client side.

(3 marks)
() Explain the Linux commands used in Q4(e).

(6 marks)

(g) Write a command (o delete all files in the server’s directory from the
client side.
(2 marks)
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Q5 A hash table of length 11 uses open addressing with hash function and linear
probing.

(a) Propose a hash function formula to be used.

(? natks)

(b Assumme that these values are inserted in into the hash table in this
order:
36, 45, 27, 66, 85, 78, 44, 55, 66,104,

[llustrate the output in a hash table form. Show your woik.
(8 matks)

- END OF QUESTIONS -
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