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SECTION A
Choose the BEST answer for each of the following questions.

Q1 Threce bank cmployees are using the corporate network:
¢ Tha first empleyee read an announcement in a company web
page using a web browser.
¢ The secowd employes petform some Cinanclial Lransacllonsg by
accessing the corporate database
¢ The third employee Hjoins live audio conference with other
corporate managers in branch offlices.

Il Quality of Scrvice (QoS) Is lmplemented on this network, what will be the
priorities from highest to lowest of the different data types?

A, T'mancial tansactions, audio conlerence, web page.

B. Audio conference, financial transactions, web page.

C. Audio conference, web page, financial transactions.

D. Financial transactions, web page, audio conference.
Q2 is an example of a [rojan horse.

A.  Malware that was written to look like a video game
B.  Malwate thal 1cquites manual user intervention Lo spread belween systeins
C. Malware that attaches itself to a legitimate program and spreads to other
programs when launched
D.  Malware that can automatically spread from one system to another by
exploiting a
vulnerability in the target

Q3 Consider the following scenario for a Global System for Mobile communication
(GSM) system:

After a first handoff from Mobile Switching Center (MSC) A to
M5C-B. Then, the mobile moves into the coverage arca ol a base
station connected to MSC-C.

Which of the following is TRUE?

i. The connection is extended from MSC-B to MSC-C
ii. ~ The segment from MSC A to MSC B is dropped
iii. A new segment is set up from MSC-A to MSC-C

v [he end-to-end connection is rerouted

A. ilandii

B. mnandm

C. i iiandiii R R

D. i, ii, iii and iv M%BUM

o
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Q4 Wardriving looks for which of the following vulnerabilities?

Qo6

Q7

Qs

TOwp

The use of default administrative usernames and passwords.
No or weak encryption.

The use of default SSID scttings.

All of the above.

Two components that ate necessaty lor a witeless client o be installed on a

WI.AN are

AETOE R

and

media

wireless NI

custom adapter
crossover cable
wireless bridge
witeless client sollware

Which of the following is NO'T an approptiate way ol targeting a mobile phone
for hacking?

COow»

Target mobile hardware vulnerabilities

Target application vulnerabilities

Setup Keyloggers and spyware in smart phones
Steal the phone

The best way to increase the range of wircless signal is by

oaw»

adding another access point (AP) on Lthe same [requency and channel.
telling employees to move closer.

using a witeless extender.

turning on the AP power.

Antenna which attempts to direct all its energy in a particular direction is called a

&1

Directional antenna
Single ditection antenna
One to one antenna
Propagation antenna.

T T ]"’q"
M g §
N\ G 10 L,M
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Q9 Disabling Service Set Identifier (SSID) broadcast

A.
B.
C.
D.

is one of the measures used in securing wireless networks
makes a WLAN harder to discover

block access to a WADP

prevent wireless clients from accessing the network

Q10 What Is the muin difference between Mobile Device Management (MDM) and
Mobile Application Management (MAM)?

Q11

Q12

Q13

A.
B.

¢

D.

Scannmg witeless networks 1s used Lo

MDM is used on Apple phones and MAM is used on Android phone.
MDM handles the device activation, enrollment, and provisioning,
whereas MAM assist i the delivery ol soliwate.

MAM handles the device activation, enrollment, and provisioning,
whereas MDM assist in the delivery of software

MDM can perlorm tutegrily checks on applications.

A.  see which website employees are using

B.  prevent data leakage

C.  [requency-jam unauthorized access points

D.  verify that security measures are in place on unauthorized access points
Do not keep passwords, especially fingerprint for your
stnattphone because it can lead o physical hacking if you are not aware o
asleep.

A. Dbiometric

B.  PIN-based

C. alphanumeric

D short

Two tasks that should be done frequently to ensure the security and integrity of
data and applications on mobile devices are and

A

B.
N
D

execule a factory reset once a month to remove all unidentified malicious
software.

back up user data on a regular basis.

password protect iTunes or Google Play accounts.

use airplane mode if you are accessing the Internet at an open Wi-Fi site.
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Q14

Q15

E.  ensure that the operating system software and applications contain the
latest updates.
F.  unmount all unused disk partitions.

Mobile malware tends to focus on which of the following?

1. Gaining control of phones to launch Distributed Denial of Service
(DDoS).

ii.  Gaining access to the poits that contiol Global Positioning Systen (GI'S)
and other location information.

iii.  Gaining contiol of phone file systems o steal data and photos.

iv.  Locking out the user phone [or ransom

A. 0, il and iii

B. i, iiiandiv

C. iiiiandiv

D.  All of the above

[wo potential risks that could result from rooting or jailbreaking a mobile
device are and

A. enabling app access to the root directory.
B. not properly creating or maintaining sandboxing features.
C. allowing the user interface to be extensively customized.
D. improving device performance.
E.  Enabling features that are disabled by a cellular carrier.
(30 marks)
SECTION B

Q16

Wifi2u sSdn Bhd has 50 full-time statfs, all of whom have offices
or shared workspaces 1n a two-story building that serves as the
company headquarters. Staffs allocation are as follows: 10
staffs in multimedia department, 10 ataff in networlk department,
10 stalls in adwin office, 10 slalls in flnance deparlmenl, 5
staff in customer service department and 5 managers located in
one room. The customer service and network department are
located in first floor while others are placed in second floor.
The Wifi2u 8din Blid WIAN Las a swilocl, a mulliseivice witeless TAN
contreller, and sin wireless access pointa astrategically located
to provide coverage Lo all slaflls., The nelwolk L& plolecled by a
firewall. ‘The WIMN2U Sdn Bhd web sile servers dare i oda ddla

center 100 kilometer from WIifi2u Sdn Bhd headguarters.
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Each staff has a company-issued laptop, tablet, and
smartphone. All staffs are connected to the WifiZu Sdn
Bhd’s WLAN. Wifi2u Sdn Bhd has brought your own device (BYOD)
policy to contreol operation costs.

Based on the given scenario, answer the [ollowing questions.

(a)  Suggest TWO (2) tools that can be use to analyse vulnetabilities in
WLAN.
(2 marks)

(b) Discuss TWO (2) mobile threats.
(4 marks)

(¢) Discuss TWO (2) WLAN threats.
(4 marks)

(d) Piopose FIVE (5) Bring Your Own Device (BYOD) security policy to
restrict Wifi2u Sdn Bhd. Access from unauthorized user.
(10 maiks)

(e) Draw the Wireless Local Area Network (WLAN) design for Wifi2u Sdn

Bhd.
(10 marks)
Q17 (a) Write short notes on these technologies.
(i) 5G.
(i)  Wifi 6.
(iii) Captive Portal.
(6 marks)

(b) Describe TWO (2) dillerences between Wi-Fi Protected Access (WI'A)
and Wi-Fi Protected Access 2 (WPA2).
(5 marks)

(¢)  Suggest TIVE (5) best practices in designing secure WLAN.
(10 marks)

N
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Q18

Q19

Mobile devices have become the «central hub for all an
individual’s perscnal data. Finances, businesses, pastimes,
social lives, private lives, and identities can bhe accessed
through these yadyels. If your phone falls inlo Lhe wrong hands
and does not have the proper protection, the thief can get more
than a resell profit The information that an opon smartphone
provides Ls enough for a bad daclor Lo carry oul tdentity thoft,
capecially when Lhe phone line cenllnucs Lo be open.

(a) Discuss TOUR (4) best practice to secute mobile devices aguinst
disclosure of confidential data?
(4 marks)

(b) Androld uappear to be most secure operating syslem in Lhe
market compare to i0OS operaling syslem.

Discuss this statement. Justify your answer
(6 marks)

A roguo aeeess point 19 a wiraless access point that has been
inslalled on a secure network without authorization from a
local network administrator.

(a) Proposed THREE (3) ways to prevent rogue access point installation.
(6 marks)

(b) Recommend TWO (2) security management practices to secure the
company WLAN.
(4 marks)

-END OF QUESTIONS -
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