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Q1

Q2

Q3

Based on case study in Figure Q1, answer the following questions.

By the early 21st century, Starbucks had a presence in dozens of
countries around the globe and operated over 30,000 stores. It began
gelling Food in ile calée in 40038, Schully was replaced ad CEO by Kavin
Johnson in 2016 and as chairman by Myron Ullman in 2018 The world’s
largest Starbucks, a Starbucks Reserve Roastery, opened in Chicago in
2019

FIGURE QI

(a) Propose a solution for each technical detail of access coutiol categoties according
to the business in foad and beverage services

(12 marks)

(b) In your opinion, which access control model is suitable based on your answer in

Ql(a)?

(5 marks)

(c) Justify your answer in Q1(b).
(6 marks)

Based on-case study in Figure Q2,answer the following questions.

Using Tnternet of Things (ToT) devices across enterprises, healthcare
and industrial applications delivers productivity benefits, but it
algo exposes you to new cyber threatg.

FIGURE Q2

(2) List FOUR (4) exawnples of (full nae) Lol devices [u1 Lealthcare indusly.
' (4 marks)

(b) Draw a network architecture with firewalls for healthcare ToT environment.
(12 marks)

Based on-case study in Figure Q3, answer the following questions.

In September, an attack hobbled all 250 US facilities of the
hospital chain Universal Health Services, forcing doctors and nurses
to rely on paper and pencil for record-keeping‘and slowing lab work.
Employces described chaotic condition= impeding patient care,
including mounting emergency roem waits ‘and the fail@x& of wireless
vital-signs monitoring equipment. 7 LT Ve

FIGURE Q3
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(2) Describe FIVE (5) infounation assets.
(10 marks)

(b) Describe FOUR (4) possible database attacks.
(8 marks)

Q4  Develop a Bring Your Own (BYOD) devices policy with cryptography element (or
maintaining the confidentiality and integrity of an organization
(15 marks)

Q5  Suggest FOUR(4) methods of delivering the Security Awareness Program to high
school students. Justify your answer.
(8 marks)

-END OF QUESTIONS-
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